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Preface

About this guide

Audience

Terminology

Command
conventions

Preface

This guide describes how to configure the iSCSI initiator in SUSE® Linux®
Enterprise Server to access a logical unit of storage identified by numbers
(LUNSs) on a NetApp® storage system. It also explains how to configure the
storage system to work with the initiator.

See the NetApp Interoperability Matrix at
http://now.netapp.com/NOW/products/interoperability, or the NetApp SAN Support
Matrix at
http://now.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/index.shtml for
information about the specific supported Linux versions.

This guide is for NetApp storage systems administrators who configure the iSCSI
intiator in SUSE Linux Enterprise Server host to access NetApp storage system.

This guide uses the following terms:

¢ NetApp storage products (storage systems, FAS appliances and NearStore®
systems) are all storage systems—also sometimes called storage appliances.

¢ The term type means pressing one or more keys on the keyboard.

You can enter storage system commands on the system console or from any client
that can obtain access to the storage system using a Telnet session. In examples
that illustrate commands executed on a Linux workstation, the command syntax
and output might differ, depending on your version of Linux.
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Formatting The following table lists different character formats used in this guide to set off
conventions special information.

Formatting

convention Type of information

Italic type ¢ Words or characters that require special attention.

¢ Placeholders for information you must supply.
For example, if the guide requires you to enter the
fctest adaptername command, you enter the
characters “fctest” followed by the actual name of
the adapter.
& Book titles in cross-references.
Monospaced font ¢ Command and daemon names.
¢ Information displayed on the system console or
other computer monitors.
¢ The contents of files.
Bold monospaced Words or characters you type. What you type is
font always shown in lowercase letters, unless your
program is case-sensitive and uppercase letters are
necessary for it to work properly.
Keyboard This guide uses capitalization and some abbreviations to refer to the keys on the
conventions keyboard. The keys on your keyboard might not be labeled exactly as they are in
this guide.

What is in this guide... | What it means...

hyphen (-) Used to separate individual keys. For example,
Ctrl-D means holding down the Ctrl key while
pressing the D key.

Enter Used to refer to the key that generates a carriage
return; the key is named Return on some
keyboards.

type Used to mean pressing one or more keys on the
keyboard.

enter Used to mean pressing one or more keys and then
pressing the Enter key.
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Special messages

Preface

This guide contains special messages that are described as follows:

Note

A note contains important information that helps you install or operate the
system efficiently.

Attention
An attention contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.
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Overview

About this chapter

How Data ONTAP
software
implements iSCSI

Main features
supported by Host
Utilities

Chapter 1: Overview

This chapter provides an overview of the following:
¢ How Data ONTAP software implements iSCSI
¢ The main features that Host Utilities supports
& The Host Utilities setup process

This chapter also helps you to find additional information about device mapper
multipath support.

The iSCSI protocol is a licensed service on the storage system that enables you to
transfer block data to hosts using the SCSI protocol over TCP/IP. The iSCSI
protocol standard is defined by RFC 3720, published by the Internet Engineering
Task Force. You can get a copy of the standard from www.ietf.org.

In an iSCSI network, storage systems are targets that have storage target devices,
which are referred to as logical units. A Linux host running the iSCSI initiator
software uses the iSCSI protocol to access the logical units of storage identified
by numbers (LUNS) on a storage system running Data ONTAP® software. The
host does not have a hardware iSCSI host bus adapter (HBA). The iSCSI protocol
is implemented over the host’s standard gigabit Ethernet interfaces using a
software driver.

The storage system does not require a hardware iSCSI HBA. The iSCSI protocol
on the storage system is implemented over the storage system’s standard gigabit
Ethernet interfaces using a software driver that is integrated into Data ONTAP.

The connection between the initiator and target uses a standard TCP/IP network.
No special network configuration is needed to support iSCSI traffic. The network
can be a dedicated TCP/IP network, or it can be your regular public network. The
storage system listens for iSCSI connections on IP port 3260.

For more information on using iSCSI with your storage system, see the Block
Access Management Guide for your version of Data ONTAP.

Open-iSCSI software intiator: SUSE Linux Enterprise Server 10 SP1 comes
with an Open-iSCSI software initiator. iSCSI SUSE Linux Host Utilities
3.1(Host Utilities) supports the Open-iSCSI software initiator on SUSE Linux
Enterprise Server 10 SP1 hosts. See “Where to go for more information” on
page 5 for links to Novell® documentation.


www.ietf.org

Understanding
device mapper
multipathing

Root partition on multipath (SAN boot) support: This Host Utilities
version supports implementation of root partition on multipath (SAN boot) on
hosts running SUSE Linux Enterprise Server 10 SP1. See “Implementing SAN
Boot (SUSE Linux Enterprise Server 10 SP1)” on page 87 for details.

Linux clustering support: This Host Utilities version supports the usage of
cluster file systems and clustering suite on Linux hosts.

The following file system is supported:
¢ Oracle® Clustered File System (OCFS2)

The following Cluster suite is supported:
¢ Oracle Clusterware and Oracle Real Application Cluster (RAC) 10g R2

For information on OCFS2, Oracle Clusterware, and Oracle RAC, see the Oracle
documentation Web site. For details see “Where to go for more information” on
page 5.

Linux device mapper multipathing (dm-multipath) is supported on NetApp
storage systems with SUSE Linux Enterprise Server 9 SP3 and SUSE Linux
Enterprise Server 10 SP1. It provides IO failover and path load sharing for
multipathed block devices. This support enables you to configure multiple iSCSI
paths between the Linux host and storage system. If one path fails, iSCSI traffic
continues on the remaining paths.

The required kernel modules for dm-multipath are included in the SUSE Linux
Enterprise Server 9 SP3 and SUSE Linux Enterprise Server 10 SP1 binary kernel
packages. You might have to install additional user space packages as part of the
setup process.

When you have multiple paths to a LUN, Linux creates a /dev/sdx device for each
path. For example, a single LUN might appear as /dev/sdd and /dev/sdf if there
are two paths to the LUN. The dm-multipath support creates a single device in
/dev/mapper for each LUN that represents all the paths. You will need to create
file systems and mount the LUN using the device entries in /dev/mapper. You do
not need to create partitions or labels when using LUNs with dm-multipath
support; the device in /dev/mapper creates a persistent association with a LUN.

The specific steps for enabling dm-multipath are included in this guide.
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Note
Automatically mounting and unmounting the file systems on multipath devices
do not work on SUSE Linux Enterprise Server 9 SP3. For details see,
“Automatically mounting and unmounting the file system on multipath device do
not work on SUSE Linux Enterprise Server 9 SP3” on page 96.

Setup procedure The procedure for setting up the iSCSI protocol on a host and storage system
follows the same basic sequence for all host types.

Step | Action

1 | Install and configure Host Utilities software on the host, including
the following:

¢ Installing required packages on the host, and recording or
changing the host’s iSCSI node name

¢ Optional: Configuring dm-multipath support

¢ Setting the initiator parameters, including the IP address of the
target on the storage system

¢ Optional: Configuring Challenge Handshake Authentication
Protocol (CHAP)

See Chapter 2, “Installing Host Utilities (SUSE Linux Enterprise
Server 9),” on page 7, or Chapter 5, “Installing Host Utilities (SUSE
Linux Enterprise Server 10 SP1),” on page 45 depending on the
version of the operating system you are using.

2 | Configure the storage system, including the following:

¢ Licensing and starting the iSCSI service
¢ Optional: Configuring CHAP

& Creating LUNS, creating an igroup that contains the host’s iSCSI
node name, and mapping the LUNSs to that igroup

See Chapter 3, “Configuring the Storage System (SUSE Linux
Enterprise Server 9),” on page 19, or Chapter 6, “Configuring the
Storage System (SUSE Linux Enterprise Server 10 SP1),” on page 61
depending on the version of the operating system you are using.

Chapter 1: Overview 3



Step

Action

Access the LUNs from the host, including the following:

¢ Starting the iSCSI service

¢ Configuring the multipath service

¢ Creating file systems on the multipath device and mounting
them

See Chapter 4, “Accessing LUNs from the Host (SUSE Linux
Enterprise Server 9),” on page 21, or Chapter 7, “Accessing LUNs
from the Host (SUSE Linux Enterprise Server 10 SP1),” on page 63
depending on the version of the operating system you are using.

Overview



Where to go for The following table describes where to find additional information about using
more information iSCSI on your storage system.

If you want to see...

Go to...

Changes in this release of Host
Utilities, a list of known
problems, and limitations of
Host Utilities

The Release Notes for this Host Utilities.

The most current system
requirements for the Linux host

The NetApp Interoperability Matrix at
http://now.netapp.com/NOW/products/interoperability, or the
NetApp SAN Support Matrix at
http://now.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/i
ndex.shtml.

Best practices or configuration
issues

The NetApp Knowledgebase at
¢ https://now.netapp.com/eservice/kbbrowse

¢ http://now.netapp.com/Knowledgebase/solutionarea.asp?id=kb8 19
0

The supported storage system
models for Data ONTAP
licensed with iSCSI

¢ The NetApp Interoperability Matrix at
http://now.netapp.com/NOW/products/interoperability, or the
NetApp SAN Support Matrix at
http://now.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_con
fig/index.shtml.

& The System Configuration Guide for Data ONTAP online
version at:

http://now.netapp.com/NOW/knowledge/docs.

Information about how to
configure and manage the iSCSI
service on the storage system

The following documentation for your release of Data ONTAP:
& Data ONTAP Block Access Management Guide
¢ Data ONTAP Release Notes

Information about managing the
iSCSI initiator on SUSE Linux
Enterprise Server 9

¢ The README file in /usr/share/doc/packages/linux-iscsi on the
host

& The iscsi.conf, iscsi-1s and iscsid manual (man) pages on the
host

¢ Documentation on the SUSE Web site at
http://www.novell.com/linux/suse/portal/.

Chapter 1: Overview
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If you want to see...

Go to...

Information about configuring

The Novell Knowledgebase article How fo setup / use multipathing

multipathing on SUSE Linux on SLES at

Enterprise Server http://support.novell.com/techcenter/sdb/en/2005/04/sles_multipathi
ng.html.

Information about configuring ¢ The README file in /ust/share/doc/packages/open-iscsi on the

and managing the iSCSI initiator

host

on SUSE Linux Enterprise ¢ The iscsid and iscsiadm man pages on the host

Server 10 SP1 ¢ SUSE Linux Enterprise Server 10 SP1 documentation on the
Novell Web site at
http://www.novell.com/documentation/sles10/index.html.

Information about Oracle & Oracle Cluster File System (OCFS2) User’s Guide at

Cluster File System http://oss.oracle.com/projects/ocfs2/dist/documentation/ocfs2_u
sers_guide.pdf.

& OCFS?2 - Frequently Asked Questions at

http://oss.oracle.com/projects/ocfs2/dist/documentation/ocfs2_f
aqg.html.

Information about Oracle RAC

Installing the Oracle RAC at

http://www.oracle.com/technology/pub/articles/smiley_rac10g_insta
11.html.

The NetApp Knowledgebase for
Oracle RAC

http://www.netapp.com/library/tr/3369.pdf.

http://www.netapp.com/library/tr/3423.pdf.
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Server 9) 2

About this chapter This chapter explains how to install Host Utilities, and how to complete the
installation and initial configuration of the iSCSI initiator and multipathing
software on the Linux host.

Note
You will complete the final configuration of the initiator after you have
configured the storage system.

Topics in this This chapter includes the following topics:

chapter ¢ “Installing the Host Utilities software” on page 8
¢ “Verifying or installing the required multipathing packages” on page 10
¢ “Configuring dm-multipath support” on page 11
¢ “Recording or changing the initiator node name on the host” on page 14
¢ “Configuring the iSCSI initiator” on page 17

Requirement for To configure initiator settings, you require root privileges. Before you configure
root privileges the initiator, make sure you are logged in with root privileges.

Chapter 2: Installing Host Utilities (SUSE Linux Enterprise Server 9) 7



Installing the Host Utilities software

Verifying the
correct version

Getting the Host
Utilities software

Installing the Host
Utilities software

Verify that you have the correct Host Utilities for your version of Linux. For
details, see the NetApp Interoperability Matrix at
http://now.netapp.com/NOW/products/interoperability, or the NetApp SAN
Support Matrix at
http://mow.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/index.shtml.

Download the Host Utilities file (netapp_linux_host_utils_3_1.tar.gz) from the
NOWT™ NetApp on the Web™ (NOW) Web site at
http://now.netapp.com/NOW/cgi-bin/software to a working directory on your
Linux host.

To install the Host Utilities software, complete the following steps.

Step | Action

1 | Remove any previous version of Host Utilities installed on your
system. Change to the directory where the previous version is
installed (default is /opt/netapp/santools) and enter the following
command:

./uninstall

2 | Change to the working directory to which you saved the Host
Utilities file.

3 | To uncompress the file, enter the following command:

gunzip netapp_ linux host_utils_3_1l.tar.gz

4 | To extract the files, enter the following command:

tar -xvf netapp_linux host_utils_3_1l.tar

5 | Change to the netapp_linux_host_utils_3_1 directory. By default,
this directory is a subdirectory of the working directory in which you
extracted the Host Utilities files in the previous step.

Installing the Host Utilities software
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Step | Action

6 | Enter the following command:

./install

The diagnostic scripts are installed on the /opt/netapp/santools directory. Note
that this directory is different from the directory used by the previous version of
Host Utilities.

For detailed information about running the diagnostic scripts, see the man pages
in the /opt/netapp/man/manl directory.

Chapter 2: Installing Host Utilities (SUSE Linux Enterprise Server 9)



Verifying or installing the required multipathing packages

If you want to use the Linux dm-multipath support to create a highly available
connection between the Linux host and storage system, you need to verify that
the correct iSCSI and multipathing packages are installed on your Linux host. To
verify this, complete the following steps.

Step | Action

1 | Enter the following command:

rpm -q linux-iscsi
Result: The rpm -g command returns the name and version of the iSCSI package.

Install the correct version of the packages that are shipped along with the operating system.

2 | If you plan to use dm-multipath support, enter the following commands:
rpm -q device-mapper

rpm -q multipath-tools
Result: The rpm -g commands return the name and version of the installed packages.

Install the correct version of the packages that are shipped along with the operating system.

3| If.. Then...

You have the correct packages | Proceed to “Configuring dm-multipath support” on page 11.
for your version of SUSE
Linux Enterprise Server.

You do not have the correct Install the required package versions from the media for your
packages for your version of version of SUSE Linux Enterprise Server. You can use the rpm
SUSE Linux Enterprise or yast command.

Server.

10 Verifying or installing the required multipathing packages



Configuring dm-multipath support

Note
Skip this section if you are not configuring dm-multipath support.

Copying the file The multipath.conf file contains configuration settings for multipathing. A
sample file is copied to your host when you install the multipath-tools packages:
/usr/share/doc/packages/multipath-tools/multipath.conf.annotated

Copy this file to /etc/ and rename it multipath.conf.

Editing the file You need to edit the /etc/multipath.conf file to exclude (blacklist) the local hard
drives and other resources that should not be included in the dm-multipath
configuration.

To edit the /etc/multipath.conf file to blacklist local drives, complete the
following steps.

Step | Action

1 | Open /etc/multipath.conf with a text editor.

2 | Add the following syntax for blacklisting devices:

devnode_blacklist {}

Chapter 2: Installing Host Utilities (SUSE Linux Enterprise Server 9) 11




12

Step

Action

Blacklist all devices that do not correspond to any NetApp LUN and
are mapped to your Linux host (that is, blacklist those devices that
are not displayed in the sanlun lun show command).

¢ Blacklist the non-NetApp SCSI devices installed on your host,
using the WWID method. To obtain the WWID of a device, run
the scsi_id command on that device.

Example: Assume that /dev/sda is a local SCSI drive. To obtain
its WWID, you will run the following command:

scsi_id -gus /block/sda

The output be as follows:
SIBM-ESXSMAW3073NC_FDAR9P66067W]J
Add this entry for blacklisting.

¢ Blacklist other devices using the devnode method by adding the
following:

devnode "*hd[a-z]"
devnode "4 (ram|raw|loop|fd|md|dm-|sr|scd|st)[0-9]*"

devnode "Acciss!c[0-9]d[0-9]*"

Example: The following is an example for a SUSE Linux Enterprise
Server 9 host:

devnode_blacklist

{

devnode "M (ramlrawllooplfdimdldm-Isriscdlst)[0-9]*"
devnode "~hd[a-z][0-9]*"

devnode "/cciss!c[0-9]d[0-9]*p[0-9]*"

wwid SIBM-ESXSMAW3073NC_FDAR9P66067W]J
}

Save the changes.

Example: The following example shows the required changes to the
/etc/multipath.conf file for a system with two local SCSI drives.

##
## name

: blacklist

Configuring dm-multipath support



## scope : multipath & multipathd
## desc : list of device names to discard as not multipath
candidates
## default : cciss, fd, hd, md, dm, sr, scd, st, ram, raw, loop
##
devnode_blacklist {
devnode "*(ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z][0-9]*"
devnode "“cciss!c[0-9]d[0-9]*p[0-9]*"
wwid SIBM-ESXSMAW3073NC_FDARIP66067WT

}
#
##
devices {
device {
vendor "NETAPP"
product "LUN"
path_grouping policy multibus
getuid_callout "/sbin/scsi_id -g -u -s /block/%n"
prio_callout "/sbin/mpath_prio_ontap /dev/%n"
features "l queue_if_no_path"
path_checker readsector0
failback immediate
}
}
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Recording or changing the initiator node name on the host

Initiator node name

Viewing or
changing the
initiator node name

14

The initiator node name is required to create initiator groups (igroups) on the
storage system. You map LUNSs to specific igroups. Only the hosts in the igroup
can discover the LUNs as local devices.

The default initiator node name uses the following format on SUSE Linux
Enterprise Server 9 hosts:

ign.1987-05.com.cisco: RandomNumber

It is recommended that you set the initiator node name to ign.1987-
05.com.cisco:host-name on SUSE Linux Enterprise Server 9 hosts, where
host-name is the name of your Linux host.

You can change the initiator node name or use the default node name.

To view or change the default initiator node name, complete the following steps.

Step | Action

1 | With a text editor, open the host’s /etc/initiatorname.iscsi file.

Recording or changing the initiator node name on the host



Step | Action

2| 1f...

Then...

If a default initiator
name has not been
generated

Replace the text in the host’s
/etc/initiatorname.iscsi file with
the initiator name.

Example: The initiator node
name has the following format:

ign.1996-
04 .de. suse:RandomNumber

The recommended value for
RandomNumber is the host name
of the Linux host.

Record the initiator node name
and proceed to “Configuring the
iSCSI initiator” on page 17.

You want to use the
default initiator node
name

Record the initiator node name and proceed
to “Configuring the iSCSI initiator” on

page 17.

You want to change
the initiator node
name

a.

Note

Modify the RandomNumber part
of the initiator node name. The
following is a sample node name:

ign.1996-04.de.suse:1nx-118

Record the initiator node name
and proceed to “Configuring the
iSCSI initiator” on page 17.

RandomNumber is the only component of
the initiator node name you modify. You do
not modify the other components of the
initiator node name. It is recommended that
you use the host name in place of the
default random number.

Chapter 2: Installing Host Utilities (SUSE Linux Enterprise Server 9)
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Node name rules If you change the host’s initiator node name, be sure the new name follows all of
the following rules:

¢ An initiator node name can be up to 223 bytes.
¢ Upper-case characters are always mapped to lower-case characters.

& Aninitiator node name can contain alphabetic characters (a to z), numbers (0
to 9), and the following three special characters:

Period (.)

Hyphen ()

Colon ()

& The underscore character (_) is not supported.

2% 2
LR

2
<
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Configuring the iSCSI initiator

SUSE Linux includes the iSCSI initiator software in the software distribution.
The initiator’s components include a kernel module that is already compiled into
the Linux kernel, and the user space packages.

To configure the iSCSI initiator on SUSE Linux Enterprise Server 9, edit the
/etc/iscsi.conf file. You edit the file to configure the following:

*
*
*
*

Required iSCSI parameter settings

The storage system’s IP address

User names and passwords for CHAP

Multipathing support

To edit the /etc/iscsi.conf file, complete the following steps.

Step

Action

1

With a text editor, open the host’s /etc/iscsi.conf file.

2

At the beginning of the file, add the following configuration entries.
Make sure you add these configuration entries before any other
configuration settings.

Continuous=no
HeaderDigest=never

DataDigest=never

Attention
These configuration entries are required for proper operation. If you
do not add these entries at the beginning of the file, you will
experience problems with connectivity and performance.

If you are using dm-multipath support, perform the following actions:
& Remove the comment to enable the Multipath=portal in the
Multipath Settings section.

& Remove the comment from the ConnFailTimeout in the Session
Timeout Settings section and set the value to
ConnFailTimeout=5.
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Step

Action

To discover the NetApp storage systems, add the IP address of the
storage system in the following format:

DiscoveryAddress=storage_system IPaddress

storage_system_IPaddress is the IP address of an Ethernet interface
on the storage system. Specify an interface that will be used for iSCSI
communication. Gigabit Ethernet interfaces are strongly
recommended.

Example: The following are sample DiscoveryAddress entries using
storage system IP addresses:

DiscoveryAddress=192.168.10.100
DiscoveryAddress=10.61.208.200

If you want to use CHAP, add CHAP user names and passwords, as
shown in the following example. CHAP settings must be indented
below the Discovery Address of the storage system they apply to.

For bidirectional CHAP, you must define outgoing and incoming user
names and passwords.

If you do not want to use bidirectional CHAP, you define only the
outgoing user name and outgoing password.

Example:

OutgoingUsername=1inuxhostout

OutgoingPassword=aow9857f1

IncomingUsername=1inuxhostin

IncomingPassword=e09£3j30

Make sure you use the same user names and passwords when you set
up CHAP on the storage system with the iscsi security command.

¢ Use the outgoing user name and outgoing password for the
storage system’s inbound user name and password (inname and
inpassword).

¢ If you are using bidirectional authentication, use incoming user
name and incoming password for the storage system’s outbound
user name and password (outname and outpassword).

Configuring the iSCSI initiator




Configuring the Storage System (SUSE Linux
Enterprise Server 9) 3

Before you begin

Tasks for
configuring the
storage system

For detailed
configuration steps

You need the host’s iSCSI initiator node name that you recorded in Chapter 2,
before configuring the storage system. You use the initiator node name to create
igroups on the storage system.

To configure the storage system and prepare it for initiator access, you must
complete the following tasks.

Step | Action

1 | Ensure that the iSCSI service is licensed and started.

2 | If you want to use CHAP authentication, use the iscsi security
command or the FilerView® interface to configure a CHAP user
name and password.

3 | Create LUNSs, create an igroup using the host’s initiator node name,
and then map the LUNSs to the igroup for the Linux host. You can
manage LUNSs using the Web-based FilerView interface or using the
Data ONTAP command line. Be sure to specify the LUN type and
iSCSI igroup type as linux.

For detailed steps, see the Block Access Management Guide for your version of
Data ONTAP.
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Accessing LUNs from the Host (SUSE Linux
Enterprise Server 9) 4

Overview of Once you have at least one LUN mapped to the Linux host, you can start the

accessing LUNs iSCSI service. When the iSCSI service is started, it scans the storage systems and
discovers all mapped LUNSs. If you configured the optional dm-multipath
support, multipath devices are created for all LUNs discovered.

The steps for accessing LUNs depend on which version of SUSE Linux you are
using on your Linux host and whether you are using dm-multipath support. Be
sure to follow the procedures for your version.

Topics in this This chapter includes the following topics:
chapter e “Starting the iSCSI service” on page 22
¢ “Starting the multipath service” on page 23
¢ “Accessing LUNs without dm-multipath support” on page 24
¢ “Accessing LUNs with dm-multipath support” on page 35
¢ “Stopping dm-multipath” on page 44
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Starting the iSCSI service

22

To start the iSCSI service on SUSE Linux Enterprise Server 9 hosts, enter the
following command at the Linux host command prompt:

/etc/init.d/iscsi start

Configuring the iSCSI service to start automatically after reboot: If
you want to configure the iSCSI service to start automatically at system bootup,
complete the following steps.

Step | Action
1 | Verify the status of the iSCSI service by entering the following
command:
chkconfig iscsi
2| If... Then...

The chkconfig command
indicates the iSCSI service is
enabled

No action is required.

The chkconfig command
indicates that the iSCSI
service is not enabled

Start the iSCSI service by entering
the following command:

chkconfig iscsi on

Starting the iSCSI service




Starting the multipath service

Note
Skip this section if you are not configuring dm-multipath support.

After you have started the iSCSI service, start the multipath service on the Linux
host. Complete the following steps.

Step | Action

1 | Start the multipath service by entering the following command:

/etc/init.d/boot.multipath start

2 | Start the multipath daemon by entering the following command:

/etc/init.d/multipathd start

Configuring the multipath service to start automatically after
reboot: After you have started the multipath service on the Linux host, you can
configure it to start automatically after reboot.

To integrate the multipath setup into the boot sequence, enter the following
command on the Linux host:

insserv boot.multipath multipathd
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Accessing LUNs without dm-multipath support

Tasks for accessing  After the initiator is configured, you need to set up the host to access the LUNs
LUNs you created on the storage system.The following is an overview of the tasks you
must complete to access LUNs.

1. Identify the LUN on which the partition is to be created. For more
information, see “Identifying and viewing information about LUNs” on
page 25.

2. Create one or more partitions of the LUN. A file system needs a partition,
even if the one partition uses all of the space in the LUN. For more
information, see “Creating a partition” on page 31.

3. Create a file system on the partition. For more information, see “Creating a
file system on a partition of a LUN” on page 32.

4. Create a label for the file system. For more information, see “Before
mounting the file system” on page 33.

5. Mount the file system. For more information, see “Mounting the file system”
on page 33.
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Accessing LUNs without dm-multipath support
Identifying and viewing information about LUNs

Persistently To create a partition on a LUN, you need to identify that particular LUN.
identifying each ] ) ) )
LUN The Linux host sees LUNS on the storage system as SCSI devices. Linux assigns

an identifier, such as /dev/sda or /dev/sdb, to each LUN. The identifiers are
assigned as the LUNSs are discovered. Because of network latencies, the order in
which LUNs are discovered cannot be predicted. Therefore, a LUN may be
mapped to a different device name after a Linux reboot or a reload of the iSCSI
service.

If you have more than one LUN, you need to have a persistent way of identifying
each LUN. To identify the persistence of a device you can use the scsi_id
command. The unique string in the output will be common across the multiple
SCSI devices belonging to the same LUN. See the following example:

scsi_id -gus /block/sdb
[root@linux-119 ~]# scsi_id -gus /block/sdb
360a98000687046754c3030364b736c74

scsi_id -gus /block/sdc
[root@linux-119 ~]# scsi_id -gus /block/sdc
360a98000687046754c3030364b736c74

The output for scsi_id -gus /block/sdb and scsi_id -gus /block/sdc
command are the same, which shows that the iSCSI devices are two paths to the
same LUN.

To identify LUNS, you can view information about LUNS in the following ways:

& iscsi-1ls -1—The iscsi-1s -1 command lists storage system node
names, IP addresses, and available LUNs.

¢ 1sscsi—The 1sscsi command lists all SCSI devices including iSCSI
devices and their attributes.

¢ sanlun—The sanlun command is included in Host Utilities. It displays the
host device names and the storage system LUNs to which they are mapped.

¢ 1s -1—The 1s -1 command lists the symbolic links the initiator created
under the /dev/disk/by-id directory. For more information on symbolic links,
see “Viewing symbolic links”.
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Viewing storage
system and LUN
details

26

Using the iscsi-Is command: To view storage system and LUN details,
enter the following command on the host:

iscsi-1s -1

Result: The console lists available storage systems and LUNs.

Example: The following example shows output for SUSE Linux Enterprise

Server 9.

RS RS SRS SRS E S SRS SRS SRS SRR SRS RS EEEEEEEEEEEEEEEEEEEEEEEEEEEE]

Cisco 1iSCSI Driver Version ...

4.0.188.26 ( 21-May-2004 )

LR R R R Rk R R R R R R R R R e S I R R I R R R

TARGET NAME
TARGET ALIAS
HOST NO

BUS NO

TARGET ID
TARGET ADDRESS
SESSION STATUS
NO. OF PORTALS
PORTAL ADDRESS 1
SESSION ID

DEVICE DETAILS

LUN ID : 0
Vendor: NETAPP Model:
Type: Direct-Access
LUN ID : 1
Vendor: NETAPP Model:
Type: Direct-Access
LUN ID : 2
Vendor: NETAPP Model:

Type: Direct-Access

ign.1992-08.com.netapp:sn.84209894

5
0
2
10.72.199.38:3260

: ESTABLISHED AT Sun Jun 24 01:47:46 2007

1
10.72.199.38:3260,1000
ISID 00023d000001 TSID 72

LUN Rev: 0.2

ANSI SCSI revision: 04
LUN Rev: 0.2

ANSI SCSI revision: 04
LUN Rev: 0.2

ANSI SCSI revision: 04

R RS SRS SRR S S SRS SRR S EESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
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Viewing the Using the sanlun command: To view how host devices are mapped to
mapping of host storage system LUNs, complete the following steps.
devices to LUNs

Step | Action
1 | On the host, change to the /opt/netapp/santools directory.
2 | Enter the following command:

sanlun lun show all

Result: The sanlun command displays information about iSCSI devices and the storage
system LUNSs they are mapped to, including LUN size and state.

Example: The following example shows sanlun command output for SUSE

Linux Enterprise Server 9.

[root@host_1 /1# /opt/netapp/santools/sanlun lun show all

filer: lun-pathname device filename adapter protocol lun size

state

£3020-43: /vol/fvoll/lunl22 /dev/sdb host4 isCsI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sdc host4 iSCST lg (1073741824)
GOOD

£3020-43: /vol/fvoll/lunl22 /dev/sdd host4 iSCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sde host4 1SCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvoll/lunl22 /dev/sdf host4 1SCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sdg host4 iSCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvoll/lunl22 /dev/sdh host4d 1SCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sdi host4 iSCST lg (1073741824)
GOOD
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Viewing information
about target
configuration

28

Using iscsi-Is command: To view information about target configuration,
enter the following command on the host:

iscsi-1s -c

Result: The console lists available storage systems and LUNs, and iSCSI

session parameters.

Example: The following example shows output for SUSE Linux Enterprise

Server 9.

RS RS SRS SRS E S SRS SRS SRS SRR SRS RS EEEEEEEEEEEEEEEEEEEEEEEEEEEE]

Cisco iSCSI Driver Version ... 4.0.188.13 ( 21-May-2004 )

R R R Rk R R R R R R R R R S R R I R R R

TARGET NAME
TARGET ALIAS
HOST NO

BUS NO

TARGET ID
TARGET ADDRESS
SESSION STATUS
NO. OF PORTALS
PORTAL ADDRESS 1
SESSION ID

TARGET CONFIGURATION KEYS
INITIAL R2T
IMMEDIATE DATA
HEADERDIGEST
DATA DIGEST
FIRSTBURSTLENGTH
MAXBURSTLENGTH :
MAXRECVDATASEGMENTLENGTH :

LOGIN TIMEOUT
AUTH TIMEOUT
ACTIVE TIMEOUT
IDLE TIMEOUT
PING TIMEOUT

ign.1992-08.com.netapp:sn.12345678

23

0

0
192.123.10.50:3260

: ESTABLISHED AT Mon Aug 23 18:48:31 2004

1
192.123.10.50:3260,2
ISID 00023d000001 TSID 66f

: Yes
: Yes
: NONE
: NONE

65536

262144

initiator - 131072
target - 65536
15

45

5

60

5
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Viewing information
about SCSI devices

Viewing symbolic
links

Using the Isscsi command: To view information about all the SCSI devices
and their attributes, enter the gollowing command at the host console:

lsscsi
Result: Lists information about all the SCSI devices and their attributes.

Example: The following example shows the output of 1sscsi command.

[0:0:0:0] cd/dvd HL-DT-ST RW/DVD GCC-4246N 0Y03 /dev/sr0
[2:0:0:0] disk IBM-ESXS PYH073C3-ETS10FN RXQN /dev/sda
[2:0:8:0] process IBM 25P3495a S320 1 1 -

[4:0:0:0] disk NETAPP LUN 0.2 /dev/sdd
[4:0:0:1] disk NETAPP LUN 0.2 /dev/sde
[5:0:0:0] disk NETAPP  LUN 0.2 /dev/sdf
[5:0:0:1] disk NETAPP LUN 0.2 /dev/sdg
[6:0:0:0] disk NETAPP LUN 0.2 /dev/sdh

The initiator uses symbolic links to provide host applications with reliable
mappings between device nodes and LUNs. Linux assigns SCSI device nodes
dynamically when iSCSI targets or LUNSs are detected. This means that the
mapping of SCSI devices to LUNs can be inconsistent each time the host iSCSI
service is started, and SCSI commands can be sent to the wrong storage system
or LUN. If you have applications that access storage system LUNs, you must
ensure that these applications use the symbolic links instead of the standard SCSI
device nodes.

For SUSE Linux Enterprise Server 9, the iSCSI devices are under the
/dev/disk/by-id/ directory in the following format:

iscsi-<target_name>-LUN_ID > symbolic_link_to_disk

Example: The following example shows three iSCSI devices in the
/dev/disk/by-id/ directory. For the second device listed, “-Op1” appended to the
node name indicates the disk partition.

lrwxrwxrwx 1 root root 9 Aug 23 18:48 iscsi-ign.1992-
08.com.netapp:sn.12345678-0 -> ../../sda

lrwxrwxrwx 1 root root 10 Aug 23 18:48 iscsi-ign.1992-
08.com.netapp:sn.12345678-0pl1 -> ../../sdal

lrwxrwxrwx 1 root root 9 Aug 23 18:48 iscsi-ign.1992-
08.com.netapp:sn.12345678-1 -> ../../sdb
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Using the Is -l command: To view symbolic links and the storage system
node name to which they are mapped, enter the following command at the host
console:

# 1ls -1 /dev/disk/by-id

Example: The following example shows output for SUSE Linux Enterprise
Server 9.

# 1s -1 /dev/disk/by-id

total 0

drwxr-xr-x 2 root root 304 2004-08-24 14:57

drwxr-xr-x 4 root root 96 2004-08-18 14:26

lrwxrwxrwx 1 root root 9 2004-08-24 13:32 iscsi-ign.1992-
08.com.netapp:sn.12345678.ss1-0 -> ../../sde

lrwxrwxrwx 1 root root 10 2004-08-24 13:32 iscsi-ign.1992-
08.com.netapp:sn.12345678.ss1-0pl -> ../../sdel

lrwxrwxrwx 1 root root 9 2004-08-24 14:57 iscsi-ign.1992-
08.com.netapp:sn.12345678.ssl1-1 -> ../../sdg
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Accessing LUNs without dm-multipath support
Creating a partition

About partitions

Before you begin

Using fdisk to
create a partition

You can divide a LUN into one or more partitions. Each partition can contain a
file system. If you want to use the entire LUN for a single file system, it is highly
recommended to create a partition.

You should have one or more LUNs available to the host. Log in to the host as
root and verify that the LUNs are available.

To create a partition of a LUN perform the following steps.

Step

Action

1

On the host console, enter the following command:
/sbin/fdisk iscsi device

iscsi_device is the iSCSI LUN.

Enter n to create a new partition.

Enter p to create a primary partition.

Enter a partition number. For the first partition, enter 1.

Press Enter twice to accept the default cylinder values.

Al | KA W[

Enter w to save the changes and exit fdisk.
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Accessing LUNs without dm-multipath support
Creating a file system on a partition of a LUN

To create a file system on a LUN, complete the following step.

On the host console, enter the following command:
mkfs -V -t filesystem type partition
partition is the name of the partition you just created.

filesystem_type is the type of file system you want to create.

Example: The following command creates an ext3 file system on the first
partition of LUN 0.

mkfs -V -t ext3 /dev/disk/by-id/iscsi-ign.1992-
08.com.netapp:sn.12345678.ss_hqg-0pl
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Accessing LUNs without dm-multipath support
Mounting the file system

Before mounting
the file system

Chapter 4: Accessing LUNs from the Host (SUSE Linux Enterprise Server 9)

Before mounting the file system, you need to create a label for the file system.

About labels: A file system label creates persistent mapping between a LUN
and a file system. See “Tasks for accessing LUNS” on page 24 for more
information.

When you create file systems’ labels, you must add them to the /etc/fstab.iscsi
file so that the file systems will be automatically mounted.

Using e2label to create a file system label: To create a file system label
for an ext2 or ext3 file system, run the e21abel command as follows:

/sbin/e2label device label

device is the partition where you created the file system.

label is a string (maximum 16 characters) used to identify the file system.
Example: /sbin/e2label /dev/sdal lun0_label

For Reiser file systems, you create the label using the --1abel option when you
create the file system. You do not use the e21abel command.

Note

Reiser file systems are not supported for SUSE Linux Enterprise Server 9. They
are supported for SUSE Linux Enterprise Server 9 SP1 onward.
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Automatically The Linux system mounts all of the file systems listed in the /etc/fstab.iscsi file
mounting the file when it first boots up. To automatically mount the file system, complete the
system following steps.

Step | Action

1 | On the host, create a mountpoint for the LUNs.

2 | With a text editor, open the host’s /etc/fstab.iscsi file.

3 | Add an entry for the device on which you have created the file system.

Example:
/dev/disk/by-id/iscsi-ign.1992-08.com.netapp:sn.12345678.ss_hg-0pl /mnt_pt ext3
defaults 0 0

mnt_pt is the mountpoint you created in Step 1.

Result: The iscsi-mountall script reads the /etc/fstab.iscsi file when the iSCSI service is started,
and then mounts the file systems listed.

4 | Save your changes and exit the /etc/fstab.iscsi file.

5 | On the host console, enter the following command to mount the file systems you added:

/sbin/iscsi-mountall
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Accessing LUNs with dm-multipath support

Note
Overview Support for dm-multipath is on SUSE Linux Enterprise Server 9 SP3 and later.

To access LUNs with dm-multipath support, the following is an overview of the
tasks you need to perform:

1. Verify the dm-multipath configuration. For more information, see “Verifying
the dm-multipath configuration” on page 36.

2. Identify the LUN on which the partition is to be created. For more
information, see “Identifying and viewing a list of LUNs” on page 37.

3. Create and mount the file system. For more information, see “Creating and
mounting a file system on a LUN” on page 41.

4. Tune the dm-multipath configuration. For more information, see “Tuning the
dm-multipath configuration” on page 43.
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Accessing LUNs with dm-multipath support
Verifying the dm-multipath configuration

After you start dm-multipath, you should verify that the desired multipathing
policy is correctly configured and that the multipath maps were created.

To display all of the information about the current dm-multipath configuration,
Enter the following command:

multipath -11 -v3 -d
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Accessing LUNs with dm-multipath support
Identifying and viewing a list of LUNs

Using the sanlun
command to view
LUNs

To identify LUNS, you can view information about LUNS in the following ways:
¢ sanlun—The sanlun command is included in Host Utilities. It displays the
host device names and the storage system LUNS to which they are mapped.

¢ iscsi-1s -1—The iscsi-1s -1 command lists storage system node
names, IP addresses, and available LUNs.

¢ 1lsscsi—The 1sscsi command lists all SCSI devices including iSCSI
devices and their attributes.

Note
You can use the sanlun, iscsi-1s, or 1scsci command to verify that the new
LUNSs were discovered.

The sanlun command is installed by Host Utilities in the /opt/netapp/santools
directory. To view a list of LUNs that are mapped to the Linux host, enter the
following command on the Linux host console:

sanlun lun show all
Example: The following output shows one LUN mapped to the Linux host from

each of two storage systems. There are two paths from the host to each storage
system, which is why each LUN appears twice.
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Inx200-165:~ # sanlun lun show

filer: lun-pathname device filename adapter protocol lun size
lun state

£3020-43: /vol/fvoll/lunl22 /dev/sdb host4 iSCSIT 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sdc host4 1SCSI 1lg (1073741824)
GOOD

£3020-43: /vol/fvoll/lunl22 /dev/sdd host4 iSCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sde host4 1S8CSI 1g (1073741824)
GOOD

£3020-43: /vol/fvoll/lunl22 /dev/sdf host4 1SCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sdg host4 iSCSI lg (1073741824)
GOOD

£3020-43: /vol/fvoll/lunl22 /dev/sdh host4 iSCSI 1g (1073741824)
GOOD

£3020-43: /vol/fvol6/lunl /dev/sdi host4 1SCSI 1g (1073741824)
GOOD

Note that the sanlun command shows the mapping between the LUN path on the
storage system and the /dev/sdx device on the Linux host. In this example,
storage system ss1 LUN /vol/voll/linux_1 is seen as both /dev/sdc and /dev/sde
on the host.

Using the iscsi-Is The iscsi-1s -1 command also lists one entry for each path to each LUN.

command )
Example: The following example shows the part of the iscsi-1s -1 command

output for the storage system ss1 LUN /vol/voll/linux_1. This path maps to the
/dev/sdc device on the host.
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Using the Isscsi
command

Viewing newly
created LUNs

DEVICE DETAILS :

LUN ID : 0

Vendor: NETAPP  Model: LUN Rev: 0.2

Type: Direct-Access ANSI SCSI revision: 04
LR R R R R R Rk ko ok ok kb R S Sk kR R
TARGET NAME : 1ign.1992-08.com.netapp:sn.101175385
TARGET ALIAS :
HOST NO : 5
BUS NO 1
TARGET ID : 0
TARGET ADDRESS : 10.61.208.5:3260
SESSION STATUS : ESTABLISHED AT Tue Mar 28 16:03:15 2006
NO. OF PORTALS 1
PORTAL ADDRESS 1 : 10.61.208.5:3260,2
SESSION ID : ISID 00023d000002 TSID 544

The 1sscsi command lists information about all the SCSI devices and their
attributes.

Example: The following example shows the output of the 1sscsi command.

[0:0:0:0] cd/dvd HL-DT-ST RW/DVD GCC-4246N 0Y03 /dev/sr0
[2:0:0:0] disk IBM-ESXS PYH073C3-ETS10FN RXQN /dev/sda
[2:0:8:0] process IBM 25P3495a S320 11 -

[4:0:0:0] disk NETAPP LUN 0.2 /dev/sdd
[4:0:0:1] disk NETAPP  LUN 0.2 /dev/sde
[5:0:0:0] disk NETAPP LUN 0.2 /dev/sdf
[5:0:0:1] disk NETAPP LUN 0.2 /dev/sdg
[6:0:0:0] disk NETAPP LUN 0.2 /dev/sdh
[6:0:0:1] disk NETAPP LUN 0.2 /dev/sdi

To view newly created LUNS, you need to first discover them and then add them

to the dm-multipath configuration.

Discovering new LUNSs: If you create a new LUN and map it to the Linux
host, you can discover the LUN by reloading the iSCSI service on the host. To
reload the iSCSI service, enter the following command on the Linux host
console:

/etc/init.d/iscsi reload
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Adding new LUNs to the dm-multipath configuration: After you have
discovered new LUNSs, you need to add them to the dm-multipath configuration.
To add LUNSs to the dm-multipath configuration, enter the following command

on the Linux host console:

multipath -11

The output of the multipath command displays the configuration of the new

LUN.

Example: The following example output shows one new LUN with two paths:
360a9800043346461524a43456e623179

[size=1 GB] [features="1 queue_if_no_path"] [hwhandler="0"]

\_ round-robin 0 [prio=8][active]

:0:0:1 sdc 8:32
:1 sde 8:64
sdg 8:96
sdi 8:128

[active] [ready]
[active] [ready]
[active] [ready]
[active] [ready]

360a9800043346461524a427837582f42
[size=1 GB][features="1 queue_if_no_path"] [hwhandler="0"]
\_ round-robin 0 [prio=8][active]

_4:0:0:0 sdb 8:16

0:0 sdd 8:48
:0:0 sdf 8:80
0:0 sdh 8:112

[active] [ready]
[active] [ready]
[active] [ready]
[active] [ready]
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Accessing LUNs with dm-multipath support
Creating and mounting a file system on a LUN

After a LUN is added to the dm-multipath configuration, you can create a file

system.

When creating a file system, use the multipath device in the /dev/mapper

directory.
Creating the file To create a file system on a LUN, enter the following command on the Linux host
system console:

mkfs -t type /dev/mapper/device

type is the file system type, such as ext3.

device is the multipath device name of the LUN in the /dev/mapper directory.

Example: The following command creates an ext3 file system on a LUN.

mkfs -t ext3 /dev/mapper/360a9800043346536684a337a7553424fF

Mounting the file To mount the new file system, you create a mountpoint, and add an entry to the
system /etc/fstab.iscsi file.

To mount the file system, complete the following steps.

Step

Action

1

Create a mountpoint directory using the mkdir command.

2

Open the /etc/fstab.iscsi file with an editor.
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Step

Action

Add an entry to /etc/fstab.iscsi as follows, separating each entry by
pressing the Tab key (except the final two zeros, which are separated
by a space):

device mount_point type defaults 00

device is the name in the /dev/mapper directory.

mount_point is the mountpoint you created for the file system.
type is the file system type, such as ext2, ext3, or reiserfs.
Example:

/dev/mapper/360a9800043346536684a337a7553424f
/mnt/ssl/1lun_0 ext3 defaults 0 0

Enter /sbin/isecsi-mountall to mount the file system.

Do either of the following.

¢ Enter af to display the mounted file systems. Verify the new file
system listed.

¢ Change to the mountpoint directory and try writing and reading
a file to verify the file system mounted successfully.
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Accessing LUNs with dm-multipath support
Tuning the dm-multipath configuration

Tuning the dm-
multipath
parameters

Advanced administrators who are familiar with Linux performance tuning might
want to modify one of the dm-multipath parameters for best performance.

rr_min_io: The rr_min_io value for dm-multipath specifies the number of I/O
operations sent through a path before switching to the next path. Lowering this
value from the default value of 1000 can dramatically affect overall I/O for dm-
multipath, especially for large I/O workloads (64 KB or more) with multiple
gigabit Ethernet interfaces on the Linux host. Other performance tests have
shown a good value for rr_min_io to be N (where N is less than or equal to the
number of threads in the system that issue a single I/O and block, waiting for it to
complete). Tuning the rr_min_io value is suggested for optimal performance as it
really depends on the workload and other factors such as the host memory and
CPU speed.

The rr_min_io value can only be set by changing the defaults section in
/etc/multipath.conf. You cannot change it in the devices section. You must put a
section such as the following at the very top of the /etc/multipath.conf file:
defaults {

rr_min_io 128

}
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When you want to stop the dm-multipath support on the Linux host, you should
stop the affected services in the order shown in this section.

To stop dm-multipath and the iSCSI service, complete the following steps.

Step | Action
1 | Unmount all iSCSI devices.
2 | Flush the multipath maps by entering the following command:
multipath -F
3 | Stop the dm-multipath daemon by entering the following command:
/etc/init.d/multipathd stop
4 | Stop the iSCSI service by entering the following command:

/etc/init.d/iscsi stop

Stopping dm-multipath




Installing Host Utilities (SUSE Linux Enterprise
Server 10 SP1) 5

Configuration This chapter explains how to install Host Utilities, and how to complete the
overview installation and initial configuration of the iSCSI initiator and multipathing
software on the Linux host.

Note
You will complete the final configuration of the initiator after you have
configured the storage system.

Topics in this This chapter includes the following topics:
chapter ¢ “Installing the Host Utilities software” on page 46
& “Verifying or installing the required packages” on page 48
¢ “Configuring dm-multipath support” on page 49
¢ “Recording or changing the initiator node name on the host” on page 52
¢ “Configuring the iSCSI initiator” on page 55

Requirement for To configure initiator settings, you require root privileges. Before you configure
root privileges the initiator, make sure you are logged in with root privileges.
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Installing the Host Utilities software

Verifying the
correct version

Getting the Host
Utilities software

Installing the Host
Utilities software

46

Verify that you have the correct Host Utilities for your version of Linux. For
details, see the NetApp Interoperability Matrix at
http://now.netapp.com/NOW/products/interoperability, or the NetApp SAN
Support Matrix at
http://mow.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/index.shtml.

Download the Host Utilities file (netapp_linux_host_utils_3_1.tar.gz) from the
NOWT™ NetApp on the Web™ (NOW) Web site at
http://now.netapp.com/NOW/cgi-bin/software to a working directory on your
Linux host.

To install the Host Utilities software, complete the following steps.

Step | Action

1 | Remove any previous version of Host Utilities installed on your
system. Change to the directory where the previous version is
installed (default is /opt/netapp/santools) and enter the following
command:

./uninstall

2 | Change to the working directory to which you saved the Host
Utilities file.

3 | To uncompress the file, enter the following command:

gunzip netapp_ linux host_utils_3_1l.tar.gz

4 | To extract the files, enter the following command:

tar -xvf netapp_linux host_utils_3_1l.tar

5 | Change to the netapp_linux_host_utils_3_1 directory. By default,
this directory is a subdirectory of the working directory in which you
extracted the Host Ultilities files in the previous step.

Installing the Host Utilities software
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Step | Action

6 | Enter the following command:

./install

The diagnostic scripts are installed on the /opt/netapp/santools directory. Note
that this directory is different from the directory used by the previous version of
Host Utilities.

For detailed information about running the diagnostic scripts, see the man pages
in the /opt/netapp/man/manl directory.
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Verifying or installing the required packages

If you want to use the Linux dm-multipath support to create a highly available
connection between the Linux host and storage system, you need to verify that
the correct iSCSI and multipathing packages are installed on your Linux host. To
verify this, complete the following steps.

Step | Action

1 | For SUSE Linux Enterprise Server 10 SP1, enter the following command:

rpm -g open-iscsi
Result: The rpm -g command returns the name and version of the iSCSI package.

Install the correct version of the packages that are shipped along with the operating system.

2 | If you plan to use dm-multipath support, enter the following commands:
rpm -q device-mapper

rpm -q multipath-tools
Result: The rpm -g commands return the name and version of the installed packages.

Install the correct version of the packages that are shipped along with the operating system.

3| If.. Then...

You have the correct packages | Proceed to “Configuring dm-multipath support” on page 49.
for your version of SUSE
Linux Enterprise Server.

You do not have the correct Install the required package versions from the media for your
packages for your version of version of SUSE Linux Enterprise Server. You can use the rpm
SUSE Linux Enterprise or yast command.

Server.
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Configuring dm-multipath support

Note
Skip this section if you are not configuring dm-multipath support.

Copying the file The multipath.conf file contains configuration settings for multipathing. A
sample file is copied to your host when you install the multipath-tools packages:
/usr/share/doc/packages/multipath-tools/multipath.conf.annotated

Copy this file to /etc/ and rename it multipath.conf.

Editing the file You need to edit the /etc/multipath.conf file to exclude (blacklist) the local hard
drives and other resources that should not be included in the dm-multipath
configuration.

To edit the /etc/multipath.conf file to blacklist local drives, complete the
following steps.

Step | Action

1 | Open /etc/multipath.conf with a text editor.

2 | Add the following syntax for blacklisting devices:

blacklist {}
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Step | Action

3 | Blacklist all devices that do not correspond to any NetApp LUN and
are mapped to your Linux host (that is, blacklist those devices that
are not displayed in the sanlun lun show command).

¢ Blacklist the non-NetApp SCSI devices installed on your host,
using the WWID method. To obtain the WWID of a device, run
the scsi_id command on that device.

Example: assume that /dev/sda is a local SCSI drive. To obtain
its WWID, you will run the following command:

scsi_id -gus /block/sda

The output be as follows:
SIBM-ESXSMAW3073NC_FDAR9P66067W]J
Add this entry for blacklisting.

¢ Blacklist other devices using the devnode method by adding the
following:

devnode "*hd[a-z]"
devnode "4 (ram|raw|loop|fd|md|dm-|sr|scd|st)[0-9]*"

devnode "Acciss!c[0-9]d[0-9]*"

Example: The following is an example for a SUSE Linux Enterprise
Server 10 SP1 host:

blacklist

{

devnode "M (ramlrawllooplfdimdldm-Isriscdlst)[0-9]*"
devnode "~hd[a-z][0-9]*"

devnode "/cciss!c[0-9]d[0-9]*p[0-9]*"

wwid SIBM-ESXSMAW3073NC_FDAR9P66067W]J
}

4 | Save the changes.
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Example: The following example shows the required changes to the
/etc/multipath.conf file for a system with two local SCSI drives.

##

## name : blacklist

## scope : multipath & multipathd

## desc : list of device names to discard as not multipath
candidates

## default : cciss, fd, hd, md, dm, sr, scd, st, ram, raw, loop

##
blacklist {

devnode "*(ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"

devnode "~hd[a-z][0-9]*"

devnode "“cciss!c[0-9]1d[0-9]1*p[0-9]*"
wwid SIBM-ESXSMAW3073NC_FDARIP66067WJT

}

#

##

devices {

device {

vendor
product
path_grouping_policy
getuid_callout
prio_callout
features
path_checker
failback
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Recording or changing the initiator node name on the host

Initiator node name

Viewing or
changing the
default node name

52

The initiator node name is required to create initiator groups (igroups) on the
storage system. You map LUNSs to specific igroups. Only the hosts in the igroup
can discover the LUNs as local devices.

The default initiator node name uses the following format on SUSE Linux
Enterprise Server 10 SP1:

ign.1996-04.de. suse: RandomNumber

It is recommended that you set the initiator node name to ign.1996-
04 .de.suse:host-name on SUSE Linux Enterprise Server 10 SP1 hosts, where
host-name is the name of your Linux host.

You can change the initiator node name or use the default node name.

To view or change the default initiator node name, complete the following steps.

Step | Action

1 | With a text editor, open the host’s /etc/iscsi/initiatorname.iscsi file.
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Step

Action

If...

Then...

A default initiator
name has not been
generated

Replace the text in the host’s
/etc/iscsi/initiatorname.iscsi file
with the initiator name.

Example: The initiator node
name has the following format:

ign.1996-
04.de.suse:RandomNumber

The recommended value for
RandomNumber is the host name
of the Linux host.

Record the initiator node name
and proceed to “Configuring the
iSCSI initiator” on page 55.

You want to use the
default initiator node
name

Record the initiator node name and proceed
to “Configuring the iSCSI initiator” on

page 55.

You want to change
the initiator node
name

a.

Modify the RandomNumber part
of the initiator node name. The
following is a sample node name:

ign.1996-04.de.suse:1nx-118

Record the initiator node name
and proceed to “Configuring the
iSCSI initiator” on page 55.

Note

RandomNumber is the only component of
the initiator node name you modify. You do
not modify the other components of the
initiator node name. It is recommended that
you use the host name in place of the
default random number.
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Node name rules If you change the host’s initiator node name, be sure the new name follows all of
the following rules:

¢ An initiator node name can be up to 223 bytes.
¢ Upper-case characters are always mapped to lower-case characters.

& Aninitiator node name can contain alphabetic characters (a to z), numbers (0
to 9), and the following three special characters:

Period (.)

Hyphen ()

Colon ()

& The underscore character (_) is not supported.

2% 2
LR

2
<
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Configuring the iSCSI initiator

iSCSI parameter
settings

Configuring the
iSCSl initiator using
YaST2

SUSE Linux includes the iSCSI initiator software in the software distribution.
The initiator’s components include a kernel module that is already compiled into
the Linux kernel, and the user space packages.

The configuration of the iSCSI initiator on SUSE Linux Enterprise Server 10 SP1
involves two steps:

¢ Discovering the available iSCSI targets
¢ Setting up an iSCSI session

Both the discovery and configuration of iSCSI connections require a running
iscsid daemon. When discovery is run for the first time, the internal database of
the iSCSI initiator is created in the /etc/iscsi/send_targets/ and /etc/iscsi/nodes/
directories.

The default location of the iSCSI database files are /etc/iscsi.

In the /etc/iscsi/iscsid.conf file, change the
node.session.timeo.replacement_timeout parameter value to 5, in the Timeouts
section.

You can use YaST?2 and iscsiadm utilities for discovery and the configuration of
iSCSI connections.

For more information about configuring YaST2, see the SUSE Linux Enterprise
Server 10 SP1 documentation available at
http://www.novell.com/documentation/sles10/sles_admin/data/sles_admin.html.

Note
NetApp recommends you to configure the iSCSI initiator using YaST2.

The configuration is divided into three tabs. The Service tab can be used to
enable the iSCSI initiator at boot time. The Connected Targets tab gives an
overview of the currently connected iSCSI targets. Similar to the Discovered
Targets tab, it provides the option to add new targets to the system. The
Discovered Targets tab provides the possibility of discovering iSCSI targets in
the network.

You need to do the following tasks to configure the iSCSI initiator using YaST?2.
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Step

Action

1 | Enter the following command:
yast2
2 | Click iSCSI Initiator.
3 | Select the Discovered Targets tab.
4 | Click Discovery.
5 | Enter the IP address of the iSCSI target, and change the port if
necessary.
6 | If you have an authentication mechanism in place, enter the
credentials.
7 | Click Next to start the discovery.
8 | After a successful discovery, use Login to activate the target.
9 | Enter the authentication credentials to use the selected iSCSI target.
10 | Click Next to finish the configuration. The target now appears in
Connected Targets.
11 | Click the Connected Targets tab.

Change the startup option to Manual or Automatic, depending on
your requirement, using the Toggle Start-Up button for all the
discovered targets.
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Configuring the The iscsiadm utility is a command-line tool used to manage (update, delete,

iSCSl initiator using insert, and query) the persistent database. The utility presents a set of operations

iscsiadm that you can perform on iSCSI nodes, sessions, connections, and discovery
records.

For more information, see the iscsiadm manual (man) pages.

Target Discovery: Complete the following steps.

Step | Action

1 | Enter the following command to perform discovery:
iscsiadm --mode discovery --type sendtargets -portal
targetip

targetip is the IP address of the target.

Result: It displays all discovered targets. For each target defined on
the iSCSI target, a separate line is displayed. All received values are
stored in an internal persistent database.

Example: The sample output looks like [022e71]
10.72.200.37:3260,1000 ign.1992-
08.com.netapp:sn.101176399.

The ID of the target is 022e71. This ID is used to access the target.

2 | Enter either of the following command to create all needed devices:
iscsiadm -m node -r 022e71 -1

service open-iscsi start

Note
The newly generated devices show up in the output of 1sscsi and
sanlun commands.
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Step | Action

3 | If your discovery is password-protected, you need to provide the
authentication information in the iscsid.conf file.

For successful session discovery, you need to enable the discovery
CHAP authentication configuration entries.
discovery.sendtargets.auth.authmethod = CHAP
discovery.sendtargets.auth.username = username
discovery.sendtargets.auth.password = password
discovery.sendtargets.auth.username_in = username_in

discovery.sendtargets.auth.password_in = password_in

4 | To automate login to a node, use the following command with the
record ID of the node discovered:

iscsiadm -m node -r recordlId -o update -n

node.conn[0] .startup -v automatic

Alternatively, to set the node.conn[0] .statup attribute to startup
as default for all sessions add the following to /etc/iscsi/iscsid.conf
and perform rediscovery:

node.conn[0] .startup = automatic

Note
The internal database does not exist during the first discovery,
therefore it cannot be used at this time.

CHAP Authentication: If you want to use CHAP, add CHAP user names and
passwords, as shown in the following steps..

Step | Action

1 | With a text editor, open the host’s /etc/iscsi/iscsid.conf file.

2 | To enable CHAP authentication set node.session.auth.authmethod to
CHAP. The default is None.

node.session.auth.authmethod = CHAP
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Step | Action

3 | To set a CHAP user name and password for initiator authentication
by the target or targets, remove the comment from the following
configuration entries:

node.session.auth.username = username

node.session.auth.password = password

4 | To set a CHAP user name and password for target or targets
authentication by the initiator, remove the comment from the
following configuration entries:

node.session.auth.username_in = username_in

node.session.auth.password_in = password_in

Note

Make sure you use the same user names and passwords when you set up CHAP

on the storage system with the iscsi security command.
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Configuring the Storage System (SUSE Linux
Enterprise Server 10 SP1) 6

Before you begin You need the host’s iSCSI initiator node name that you recorded in Chapter 5,
before you can configure the storage system. You use the initiator node name to
create igroups on the storage system.

Tasks for To configure the storage system and prepare it for initiator access, you must
configuring the complete the following tasks.
storage system

Step | Action

1 | Ensure that the iSCSI service is licensed and started.

2 | If you want to use CHAP authentication, use the iscsi security
command or the FilerView® interface to configure a CHAP user
name and password.

3 | Create LUNSs, create an igroup using the host’s initiator node name,
and then map the LUNSs to the igroup for the Linux host. You can
manage LUNSs using the Web-based FilerView interface or using the
Data ONTAP command line. Be sure to specify the LUN type and
iSCSI igroup type as linux.

For detailed For detailed steps, see the Block Access Management Guide for your version of
configuration steps  Data ONTAP.
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Accessing LUNs from the Host (SUSE Linux
Enterprise Server 10 SP1) 7

Overview of Once you have at least one LUN mapped to the Linux host, you can start the

accessing LUNs iSCSI service. When the iSCSI service is started, it scans the storage systems and
discovers all mapped LUNSs. If you configured the optional dm-multipath
support, multipath devices are created for all LUNs discovered.

The steps for accessing LUNs depend on which version of SUSE Linux
Enterprise Server you are using on your Linux host and whether you are using
dm-multipath support. Be sure to follow the procedures for your version.

Topics in this This chapter includes the following topics:
chapter & “Starting the iSCSI service” on page 64
¢  “Starting the multipath service” on page 65
¢ “Accessing LUNs without dm-multipath support” on page 66
¢ “Accessing LUNs with dm-multipath support” on page 76
¢ “Stopping dm-multipath” on page 85
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Starting the iSCSI service

64

To start the iSCSI service on SUSE Linux Enterprise Server 10 SP1 hosts, enter
the following command at the Linux host command prompt:

/etc/init.d/open-iscsi start

Configuring the iSCSI service to start automatically after reboot: If
you want to configure the iSCSI service to start automatically at system bootup,
complete the following steps.

Step | Action
1 | Verify the status of the iSCSI service by entering the following
command:
chkconfig open-iscsi
2| If... Then...

The chkconfig command
indicates the iSCSI service is
enabled

No action is required.

The chkconfig command
indicates that the iSCSI
service is not enabled

Start the iSCSI service by entering
the following command:

chkconfig open-iscsi on

Also, the Service tab in YaST2 can be used to enable the iSCSI initiator at boot

time.
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Starting the multipath service

Note
Skip this section if you are not configuring dm-multipath support.

After you have started the iSCSI service, start the multipath service on the Linux
host. Complete the following steps.

Step | Action

1 | Start the multipath service by entering the following command:

/etc/init.d/boot.multipath start

2 | After the command in the previous step completes, start the
multipath daemon by entering the following command:

/etc/init.d/multipathd start

Configuring the multipath service to start automatically after
reboot: After you have started the multipath service on the Linux host, you can
configure it to start automatically after reboot.

To integrate the multipath setup into the boot sequence, enter the following
commands on the Linux host console:
chkconfig boot.multipath on

chkconfig multipathd on
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Tasks for accessing  After the initiator is configured, you need to set up the host to access the LUNs
you created on the storage system. The following is an overview of the tasks you
must complete to access LUNs.

LUNs

66

1.

Identify the LUN on which the partition is to be created. For more
information, see “Identifying and viewing information about LUNs” on
page 67.

Create one or more partitions of the LUN. A file system needs a partition,
even if the one partition uses all of the space in the LUN. For more
information, see “Creating a partition” on page 72.

. Create a file system on the partition. For more information, see “Creating a

file system on a partition of a LUN” on page 73.

Create a label for the file system. For more information, see “Before
mounting the file system” on page 74.

Mount the file system. For more information, see “Mounting the file system”
on page 74.
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Identifying and viewing information about LUNs

Persistently To create a partition on a LUN, you need to identify that particular LUN.
identifying each ] ) ) )
LUN The Linux host sees LUNS on the storage system as SCSI devices. Linux assigns

an identifier, such as /dev/sda or /dev/sdb, to each LUN. The identifiers are
assigned as the LUNSs are discovered. Because of network latencies, the order in
which LUNs are discovered cannot be predicted. Therefore, a LUN may be
mapped to a different device name after a Linux reboot or a restart of the iSCSI
service.

If you have more than one LUN, you need to have a persistent way of identifying
each LUN. To identify the persistence of a device you can use the scsi_id
command. The unique string in the output will be common across the multiple
SCSI devices belonging to the same LUN. See the following example:

scsi_id -gus /block/sdb
[root@linux-119 ~]# scsi_id -gus /block/sdb
360a98000687046754c3030364b736c74

scsi_id -gus /block/sdc
[root@linux-119 ~]# scsi_id -gus /block/sdc
360a98000687046754c3030364b736c74

The output for scsi_id -gus /block/sdb and scsi_id -gus /block/sdc
command are the same, which shows that the iscsi devices are two paths to the
same LUN.

To identify the LUN, you can view information about LUNs in the following

ways:

¢ sanlun—The sanlun command is included in Host Utilities. It displays the
host device names and the storage system LUNSs to which they are mapped.

¢ iscsiadm -m session --sid=N -i— The iscsiadm -m session --sid=N
-i command lists the information about the available storage systems and
LUN:S for a session with a specific session ID, N.

& lsscsi—The 1sscsi command lists all SCSI devices including iSCSI
devices and their attributes.

¢ 1s -1—The 1s -1 command lists the symbolic links the initiator created
under the /dev/disk/by-id directory. For more information about symbolic
links, see “Viewing symbolic links”.
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Viewing the Using the sanlun command: To view how host devices are mapped to
mapping of host storage system LUNs, complete the following steps.
devices to LUNs

Step | Action
1 | On the host, change to the /opt/netapp/santools directory.
2 | Enter the following command:

sanlun lun show all

Result: The sanlun command displays information about iSCSI devices and the storage
system LUNSs they are mapped to, including LUN size and state.

Example: The following shows a sample output of the sanlun command.

[root@host_1 /]# /opt/netapp/santools/sanlun lun show all

filer: lun-pathname device filename adapter protocol lun size
lun state

£3020-94: /vol/voll/lun2 /dev/sdg host6 iSCSI 4g
(4294967296) GOOD

£3020-94: /vol/voll/lunl /dev/sdf host6 iSCSI 4g
(4294967296) GOOD

£3020-95: /vol/voll/lun95_3 /dev/sde hostb iSCSIT 4g
(4294967296) GOOD

£3020-95: /vol/voll/lun95_4 /dev/sdd host5 1SCSI 4g
(4294967296) GOOD

£3020-95: /vol/voll/lun95_2 /dev/sdc host5 iSCSI 4g
(4294967296) GOOD

£3020-95: /vol/voll/lun95_1 /dev/sdb hostb iSCST 4g
(4294967296) GOOD
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Viewing information
about sessions and
LUNs
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Using the iscsiadm -m session --sid=N -i command: To view
information about the available storage systems and LUNs for a session with a
specific session ID N, complete the following step.

Enter the following command at the host console:
iscsiadm -m session --sid=N -i

where N is the specific session ID.

Result: Lists the available storage systems and LUNs for a session with a
specific session ID, N.

Example: The following example shows the output on SUSE Linux Enterprise
Server 10 SP1.
[root@linux-119 ~]# iscsiadm -m session --sid=0 -1

LR R R R R I R R R S

Session (sid 0) using module tcp:

LSRR SRS EE S SRS SRS EEE SRR EEEEEEEEEEE]
TargetName: ign.1992-08.com.netapp:sn.84210728
Portal Group Tag: 2

Network Portal: 10.72.200.210:3260

1SCSI Connection State: TRANSPORT WAIT
Internal iscsid Session State: REPOEN

R R SRS EE RS S EEEEEEEEEEEEEEEESEEEEEEE]

Negotiated iSCSI params:

IR S S S S S SRR RS S S S SRR RS RS SRS EEEEEEEEE ST
HeaderDigest: None

DataDigest: None
MaxRecvDataSegmentLength: 65536
MaxXmitDataSegmentLength: 65536
FirstBurstLength: 65536
MaxBurstLength: 262144
ImmediateData: Yes

InitialR2T: No
MaxOutstandingR2T: 1

IR SRS SRS SRR EEEEEEEEEEEEEEEESEEEEEEE]

Attached SCSI devices:

LR EE SRR SR RS EEEEEEEESEEEEEEEESEEEEES]

Host Number: 2 State: running
scsi2 Channel 00 Id 0 Lun: 0
Attached scsi disk sdb State: running

To view the details of all the sessions, use iscsiadm -m session -i command.
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Viewing information
about SCSI devices

Viewing symbolic
links
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Using the Isscsi command: To view information about all the SCSI devices
and their attributes, enter the following command at the host console:

lsscsi
Result: Lists information about all the SCSI devices and their attributes.

Example: The following example shows the output of 1sscsi command.

[0:0:0:0] cd/dvd HL-DT-ST RW/DVD GCC-4246N 0Y03 /dev/sr0
[2:0:0:0] disk IBM-ESXS PYH073C3-ETS10FN RXQN /dev/sda
[2:0:8:0] process IBM 25P3495a S320 1 1 -

[4:0:0:0] disk NETAPP LUN 0.2 /dev/sdd
[4:0:0:1] disk NETAPP LUN 0.2 /dev/sde
[5:0:0:0] disk NETAPP  LUN 0.2 /dev/sdf
[5:0:0:1] disk NETAPP LUN 0.2 /dev/sdg
[6:0:0:0] disk NETAPP LUN 0.2 /dev/sdh
[6:0:0:1] disk NETAPP LUN 0.2 /dev/sdi

The initiator uses symbolic links to provide host applications with reliable
mappings between device nodes and LUNs. Linux assigns SCSI device nodes
dynamically when iSCSI targets or LUNSs are detected. This means that the
mapping of SCSI devices to LUNs can be inconsistent each time the host iSCSI
service is started, and SCSI commands can be sent to the wrong storage system
or LUN. If you have applications that access storage system LUNs, you must
ensure that these applications use the symbolic links instead of the standard SCSI
device nodes.

For SUSE Linux Enterprise Server 10 SP1, the iSCSI devices are under the
/dev/disk/by-id/ directory in the following format:

scsi-diskID > symbolic_link_to_disk

Example: The following example shows three iSCSI devices in the
/dev/disk/by-id/ directory. For the first device listed, “-partl” appended to the
node name indicates the disk partition.

lrwxrwxrwx 1 root root 9 Dec 27 21:22 scsi-
360a980004334654c6d4a39436¢c686a32 -> ../../sdk

lrwxrwxrwx 1 root root 10 Dec 28 12:45 scsi-
360a980004334654c6d4a39436c686a32-partl -> ../../sdkl

lrwxrwxrwx 1 root root 9 Dec 27 21:22 scsi-
360a980004334654c6d4a39436¢69394d -> ../../sdl
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lrwxrwxrwx 1 root root 9 Dec 27 21:22 scsi-
360a980004334654c6d4a39436c695553 -> ../../sdm

Using the Is -l command: To view symbolic links and the storage system
node name to which they are mapped, enter the following command at the host
console:

# 1ls -1 /dev/disk/by-id

Example: The following shows a sample output of 1s -1 /dev/disk/by-id
command.

# 1s -1 /dev/disk/by-id

total 0

drwxr-xr-x 2 root root 304 2004-08-24 14:57

drwxr-xr-x 4 root root 96 2004-08-18 14:26

lrwxrwxrwx 1 root root 9 2004-08-24 13:32 iscsi-ign.1992-
08.com.netapp:sn.12345678.ss1-0 -> ../../sde

lrwxrwxrwx 1 root root 10 2004-08-24 13:32 iscsi-ign.1992-
08.com.netapp:sn.12345678.ss1-0pl -> ../../sdel

lrwxrwxrwx 1 root root 9 2004-08-24 14:57 iscsi-ign.1992-
08.com.netapp:sn.12345678.ssl1-1 -> ../../sdg

Chapter 7: Accessing LUNs from the Host (SUSE Linux Enterprise Server 10 SP1) 71



Accessing LUNs without dm-multipath support
Creating a partition

About partitions

Before you begin

Using fdisk to
create a partition
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You can divide a LUN into one or more partitions. Each partition can contain a
file system. If you want to use the entire LUN for a single file system, it it highly
recommended to create a partition.

You should have one or more LUNs available to the host. Log in to the host as
root and verify that the LUNs are available.

To create a partition of a LUN perform the following steps.

Step

Action

1

On the host console, enter the following command:
/sbin/fdisk iscsi device

iscsi_device is the iSCSI LUN.

Enter n to create a new partition.

Enter p to create a primary partition.

Enter a partition number. For the first partition, enter 1.

Press Enter twice to accept the default cylinder values.

Al | KA W[

Enter w to save the changes and exit fdisk.
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Creating a file system on a partition of a LUN

To create a file system on a LUN, complete the following step.

On the host console, enter the following command:
mkfs -V -t filesystem type partition
partition is the name of the partition you just created.

filesystem_type is the type of file system you want to create.

Example: The following command creates a reiserfs file system on the first
partition of the specified iSCSI disk.

mkfs -V -t reiserfs /dev/disk/by-id/scsi-
360a980004334654c6d4a39436c686a32-partl
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Mounting the file system

Before mounting
the file system

74

Before mounting the file system, you need to create a label for the file system.

About labels: A file system label creates persistent mapping between a LUN
and a file system. See “Tasks for accessing LUNS” on page 66 for more
information.

Using e2label to create a file system label: To create a file system label
for an ext2 or ext3 file system, run the e21abel command as follows:

Enter /sbin/e2label device label
device is the partition where you created the file system.

label is a string (maximum 16 characters) used to identify the file system.
Example: /sbin/e2label /dev/sdal lun0_label

For Reiser file systems, you create the label using the --1abel option when you
create the file system. You do not use the e21abel command.

Note
It is recommned to mount devices by-id and not using labels in SLES 10 SP1.
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Automatically To automatically mount the file system, complete the following steps.
mounting the file

Before mounting the file system, modify the /etc/sysconfig/metwork/ifcfg-eth-id-
xxxxxxxxx and change the value of STARTMODE to nfsroot. This is required for
the successful unmounting of the iscsi devices during system halts.
Step | Action
1 | On the host, create a mountpoint for the LUNs.
2 | With a text editor, open the host’s /etc/fstab file.
3 | Add an entry for the device on which you have created the file system.
Example:
/dev/disk/by-id/scsi-360a98044334685f433e6774722-partl /mnt/data ext3
hotplug,rw 0 0
/dev/disk/by-id/scsi-360a98044334685f433e6774722-part] is the iSCSI device and it needs to
be listed by its ID.
/mnt/data is the mountpoint.
ext3 is the file system.
hotplug is the option which instructs the kernel that the device is a hot-pluggable device. hotplug
option is required to automatically mount the iSCSI device.
4 | Save your changes, and exit the /etc/fstab file.
5 | On the host console, enter the following command to mount the file systems you added:
/bin/mount -a
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Accessing LUNs with dm-multipath support

Overview To access LUNs with dm-multipath support,the following is an overview of the
tasks you need to perform:

1. Verify the dm-multipath configuration. For more information, see “Verifying
the dm-multipath configuration” on page 77.

2. Identify the LUN on which the partition is to be created. For more
information, see “Identifying and viewing a list of LUNs” on page 78.

3. Create and mount the file system. For more information, see “Creating and
mounting a file system on a LUN” on page 82.

4. Tune the dm-multipath configuration. For more information, see “Tuning the
dm-multipath configuration” on page 84.
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Verifying the dm-multipath configuration

After you start dm-multipath, you should verify that the desired multipathing
policy is correctly configured and that the multipath maps were created.

Enter the following command to display all of the information about the current
dm-multipath configuration:

multipath -11 -v3 -d
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Identifying and viewing a list of LUNs

Using the sanlun
command to view
LUNs

78

To identify LUNS, you can view information about LUNS in the following ways:

¢ sanlun—The sanlun command is included in Host Utilities. It displays the
host device names and the storage system LUNS to which they are mapped.

¢ iscsiadm—The iscsiadm -m session --sid=N -i command lists the
available storage systems and LUNs for a session with a specific session ID
N.

¢ 1lsscsi—The 1sscsi command lists all SCSI devices including iSCSI
devices and their attributes.

Note
You can use the sanlun, iscsiadm, or 1scsci command to verify that the new
LUNSs were discovered.

The sanlun command is installed by Host Utilities in the /opt/netapp/santools
directory. To view a list of LUNs that are mapped to the Linux host, enter the
following command on the Linux host console:

sanlun lun show all

Example: The following output shows one LUN mapped to the Linux host from
each of two storage systems. There are two paths from the host to each storage
system, which is why each LUN appears twice.
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host:/ # sanlun lun show all

filer: lun-pathname device filename
lun state

£3020-94: /vol/voll/lun2 /dev/sdg
GOOD

£3020-94: /vol/voll/lunl /dev/sdf
GOOD

£3020-95: /vol/voll/1lun95_3 /dev/sde

GOOD

£3020-95: /vol/voll/lun95_4 /dev/sdd

GOOD

£3020-95: /vol/voll/1lun95_2 /dev/sdc

GOOD

£3020-95: /vol/voll/1lun95_1 /dev/sdb

GOOD

Using the iscsiadm
command
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adapter

host6

host6

host5

host5

host5

host5

protocol

1SCSI

1SCSI

iSCSI

iSCSI

iSCSI

iSCSI

lun size

4g (4294967296)

4g (4294967296)

4g (4294967296)

4g (4294967296)

4g (4294967296)

4g (4294967296)

Note that the sanlun command shows the mapping between the LUN path on the

storage system and the /dev/sdx device on the Linux host. In this example,

storage system ss1 LUN /vol/voll/linux_1 is seen as both /dev/sdc and /dev/sde

on the host.

The iscsiadm -m session --sid=N -i command lists the available storage

systems and LUNs for a session with a specific session ID N.

Example: The following example lists the available storage systems and LUNs
for a session with a session ID 0.

79



[root@linux-119 ~]# iscsiadm -m session --sid=0 -1
IR RS S SRR RS E SRR R R R EEEEEE R R SRR

Session (sid 0) using module tcp:

IR RS S S S SRR RS S S S SRS RS SRS EEEEEEEEEEE]
TargetName: ign.1992-08.com.netapp:sn.84210728
Portal Group Tag: 2

Network Portal: 10.72.200.210:3260

1SCSI Connection State: TRANSPORT WAIT
Internal iscsid Session State: REPOEN

LR R R R R R R R I

Negotiated i1SCSI params:

RS R R R R EEE SRR R EEEEEEEEEEEEEEEE SRS
HeaderDigest: None

DataDigest: None
MaxRecvDataSegmentLength: 65536
MaxXmitDataSegmentLength: 65536
FirstBurstLength: 65536
MaxBurstLength: 262144
ImmediateData: Yes

InitialR2T: No
MaxOutstandingR2T: 1

LR R R R R R R R R

Attached SCSI devices:
PR SRR R R R R R SRR R R R R R R R R R R R

Host Number: 2 State: running
scsi2 Channel 00 Id 0 Lun: 0
Attached scsi disk sdb State: running

To view the details of all the sessions, use iscsiadm -m session -i command.
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Using the Isscsi
command attributes.

Example: The following example shows the output of the 1sscsi command.

cd/avd
disk
process
disk
disk
disk
disk
disk
disk

T T RN =
5SS S5
SO S S0 o ®o o
N N

Viewing newly
discovered LUNs

Discovering new LUNSs: If you create a new LUN and map it to the Linux
host, you can discover the LUN by rescanning the iSCSI service on the host.

HL-DT-ST RW/DVD GCC-4246N 0Y03
IBM-ESXS PYHO073C3-ETS10FN RXQN
11
0.

IBM

NETAPP
NETAPP
NETAPP
NETAPP
NETAPP
NETAPP

25P3495a 5320
LUN
LUN
LUN
LUN
LUN
LUN

o O O O O

NDNDDNDNDNDDN

The 1sscsi command lists information about all the SCSI devices and their

/dev/sr0
/dev/sda

/dev/sdd
/dev/sde
/dev/sdf
/dev/sdg
/dev/sdh
/dev/sdi

Use the following command to get the list of all the current sessions:

iscsiadm -m session

Use the following command to rescan a specific session:

iscsiadm -m session --sid=N --rescan

N is the specific session ID.

Use the following command to rescan all the sessions:

iscsiadm -m session --rescan

To view newly created LUNS, you need to first discover them and then add them
to the dm-multipath configuration.

To verify that the new LUNs were discovered, can use the sanlun, iscsiadm, or

lscsci command.
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Creating and mounting a file system on a LUN

Creating the file
system

Automatically
mounting the file
system

82

After a LUN is added to the dm-multipath configuration, you can create a file
system.

When creating a file system, use the multipath device in the /dev/mapper
directory.

To create a file system on a LUN, enter the following command on the Linux host
console:

mkfs -t type /dev/mapper/device
type is the file system type, such as ext3.
device is the multipath device name of the LUN in the /dev/mapper directory.

Example: The following command creates an ext3 file system on a LUN.

mkfs -t ext3 /dev/mapper/360a9800043346536684a337a7553424fF

To automatically mount the file system on SUSE Linux Enterprise Server 10
SP1, complete the following steps.

Attention
Before mounting the file system, modify the /etc/sysconfig/network/ifcfg-eth-id-
xxxxxxxxx and change the value of STARTMODE to nfsroot. This is required for
the successful unmounting of the iscsi devices during system halts.

Step | Action

1 | On the host, create a mountpoint for the LUNS.

2 | With a text editor, open the host’s /etc/fstab file.
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Step

Action

Add an entry for the file system you created in “Creating a file
system on a partition of a LUN” on page 32.

Example:

/dev/mapper/360a98044334685f433e6774722-partl /mnt/data
ext3 hotplug,rw 0 0

/dev/mapper/360a98044334685f433e6774722-part] is the iSCSI
device and it needs to be listed by its ID

/mnt/data is the mountpoint.
ext3 is the file system.

hotplug is the option which instructs the kernel that the device is a
hot-pluggable device. hotplug option is required to automatically
mount the iSCSI device.

Save the changes and exit the /etc/fstab file.

On the host console, enter the following command to mount the file
systems you added:

/bin/mount -a
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Tuning the dm-multipath configuration

Tuning the dm-
multipath
parameters

84

Advanced administrators who are familiar with Linux performance tuning might
want to modify one of the dm-multipath parameters for best performance.

rr_min_io: The rr_min_io value for dm-multipath specifies the number of I/O
operations sent through a path before switching to the next path. Lowering this
value from the default value of 1000 can dramatically affect overall I/O for dm-
multipath, especially for large I/O workloads (64 KB or more) with multiple
gigabit Ethernet interfaces on the Linux host. Other performance tests have
shown a good value for rr_min_io to be N (where N is less than or equal to the
number of threads in the system that issue a single I/O and block, waiting for it to
complete). Tuning the rr_min_io value is suggested for optimal performance as it
really depends on the workload and other factors such as the host memory and
CPU speed.

The rr_min_io value can only be set by changing the defaults section in
/etc/multipath.conf. You cannot change it in the devices section. You must put a
section such as the following at the very top of the /etc/multipath.conf file:
defaults {

rr_min_io 128

}
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Stopping dm-multipath

When you want to stop the dm-multipath support on the Linux host, you should

stop the affected services in the order shown in this section.

To stop dm-multipath and the iSCSI service, complete the following steps.

Step | Action

1 | Unmount all iSCSI devices.

2 | Flush the multipath maps by entering the following command:

multipath -F

/etc/init.d/multipathd stop

3 | Stop the dm-multipath daemon by entering the following command:

4 | Stop the iSCSI service by entering the following command:

/etc/init.d/open-iscsi stop
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Implementing SAN Boot (SUSE Linux Enterprise
Server 10 SP1) 8

About this chapter This chapter provides instructions for implementing SAN boot on Linux hosts.

Topics in this This chapter has the following topics:
chapter & “SAN boot overview”

& “Setting up the host for SAN boot”

¢ “Configuring root partition on multipath”

Note
SAN boot is currently supported on SUSE Linux Enterprise Server 10 SP1 only.
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SAN boot overview

About SAN boot

Advantages of SAN
boot

88

SAN boot can be implemented either by an iSCSI HBA, or a network interface
card (NIC) and software iSCSI stack.

If you use the iSCSI HBA, since the protocol stack runs on the HBA, it is ready
to communicate with the storage system and discover a LUN.

For a software initiator to implement SAN boot, any of the following options can
be used to load the kernel:

& Using a host’s locally attached disk (for storing kernel and initrd images)

¢ Using a preboot execution environment (PXE) server

NetApp recommends using a locally attached disk for SAN boot.

Note
Setting up a PXE server is beyond the scope of this guide.

SAN boot uses a SAN-attached disk, such as a NetApp LUN, as a boot device for
a host. SAN boot provides the following advantages:

¢ You can remove the hard drives from your servers and use the SAN for your
booting needs, eliminating the cost associated with maintaining and
servicing hard drives

The host uses the SAN, consolidating and centralizing storage
Lower cost—The hardware and operating costs are lowered.

Greater reliability— Systems without disks are less prone to failure.

* & ¢ o

Quick server swaps—In the event of a server failure, systems without disks
can be swapped.

L 2

Better disaster recovery— Site duplication is simplified.
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Setting up the host for SAN boot

Implementing SAN boot (root partition on multipath) requires significant
configuration work and the process needs to be carefully managed.

You are required to log in to the storage system console or the Web interface of
the storage system as you proceed with the configuration steps.

This section provides you information about the prerequisites for setting up root
partition on multipath. The process of setting up root partition on multipath
includes the following steps.

1. The initial setup tasks. For more information, see “Initial setup tasks”.
2. Selecting the partition. For more information, see “Partition selection”.

3. Setting up the bootloader. For more information, see “Setting up the
Bootloader”.

4. Configuring root partition on multipath. For more information, see
“Configuring root partition on multipath”.

Root partition on Following are the prerequisites for root partition on multipath on SUSE Linux
multipath Enterprise Server 10 SP1:
prerequisites ¢ You must implement the OS boot (kernel) from a local disk or PXE server.

For more information see “Creating /boot partition”.

¢ You must ensure that you have configured your storage system as per iSCSI
requirements.

Initial setup tasks Run the installation of SUSE Linux Enterprise Server from a CD-ROM. This
section describes the steps you need to follow after the host boots from the CD-
ROM and the installer runs.

Step | Action

1 | In the initial installation page, select Installation.

2 | Specify Boot Option as follows:

withiscsi=1 netsetup=1
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Press Enter.

You can view the list of the network devices available.

4 | Select your network device and configure network on it.
5 | Select the Language of your choice, and click Next.
6 | The Licence Agreement appears. Click Next. The iSCSI Initiator
Overview page appears.
7 | Select the Service tab and set the iqgn number.
8 | Log in to the Web interface of the NetApp storage system, and click
FilerView.
9 | Click LUNs.
10 | Click Initiator group.
11 | Click Manage. The Manage Initiator Groups page is displayed.
Click the relevant group.
12 | In the initiator text box, add the iqn number to the initiator groups of
the NetApp storage system.
Note
If you have more than one storage system, add the ign to that
storage system also.
Click Apply. Ensure that the operation succeeds.
13 | Return to the host screen.
14 | Select the Connected Targets tab. Click Add.
15 | Do the following: (On iSCSI Initiator Discovery page)

»  Specify the IP address of the NetApp storage system.
*  Specify the port. Default is 3260.

* Enter the credentials if you are using an authentication
mechanism.

e (Click Next.

You can view the list of NetApp storage system which are
successfully discovered.
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16 | Click Connect for each discovered NetApp storage system.

Specify the authentication credentials if you have an authentication
mechanism.

Click Next.

17 | Verity that the value for Connected is true for all the targets.
Click Next.

The Connected Targets pane will list all the targets.

18 | Set the Start up mode to Automatic using the Toggle Start-up button.

19 | Click Finish.

Note

After this step, you can proceed with the installation process and
enter choices until you reach the Installation Summary page. See
SUSE Linux Enterprise Server documentation to guide you
through the rest of the installation procedures.

Partition selection To select the partition, perform the following steps.

Step | Action

1 | In the Installation Settings page, select the Expert tab.

2 | Click Partitioning.

3 | Select the Create Custom Partition Setup option.

Note
You can view the list of local disks and NetApp LUNS.

4 | Select the Custom Partitioning (for experts) option.
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5 | In the Expert Partitioner page, select the LUN where you want to
install the root file system.

Click Create. Note the corresponding device name.

Note
Make sure that the NetApp LUNs are listed as SCSI devices in the
Expert Partitioner page.

6 | The Disk to Partition window is displayed. Select the appropriate
device (device name corresponding to the LUN you selected), and
click OK.

7 | The Partition Type window is displayed. Select Primary Partition.

8 | Select the File system, Size, and other applicable options.

9 | Select the Mount Point as follows:
/
Click Fstab Options button.

10 | Select the Mount by Device ID radio button.

11 | Make sure that you have the hotplug keyword in the Arbitrary Option
Value text box. Click OK.

12 | The Create a Primary Partition page. Click OK.

Creating a SWAP Partition: You may create a SWAP partition on the same
LUN that contains the root partition or on a different LUN. To do this, follow
Step 1 to Step 8 in the section “Partition selection”, and specify the File system
value = SWAP.

Note
If you are using the software suspend functionality, make sure that the SWAP
partition is on a local disk.

Setting up the host for SAN boot



Creating /boot partition: You can create a /boot partition on a locally
attached disk or use a PXE server to load the kernel boot image. To do this,
follow Step 1 to Step 8 in the section “Partition selection”, and specify the Mount
Point in Step 9 as /boot.

Note
It is recommnededto install the /boot on a locally attached disk.

After you return to the Expert Partitioner page, review the configuration. Then,
click Finish. The Installation Settings page is displayed.

Setting up the To set up the bootloader, complete the following steps.

Bootloader
Note

Complete the following steps if you have the kernel image installation (/boot) on
a local disk. In the case of PXE, ensure that the proper kernel images are set on
the PXE server.

Step | Action

1 | Click Booting.

2 | Select Default Label.

3 | Click Boot Loader Installation tab.

4 | In the Boot Loader Location pane, select the Boot from Master Boot
Record option.

5 | Click Finish. You return to Installation Settings page.

6 | Review the configuration settings.

Click Accept. The Confirm Installation page is displayed.

7 | Click Install.
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After SAN boot is configured on the host, root partition on multipath can be
configured. To configure SAN boot using root partition on multipath, perform the
following steps.

Step | Action

1 | Configure the multipath. For details on configuring the dm-
multipath, see “Configuring dm-multipath support” on page 49.

2 | Start the multipathd daemon by running the following command:
service multipathd start

3 | Enable the additional paths to the remote NetApp LUN (root LUN)
and set it to automatic (use YaST2).
Note
Make sure to recreate the initrd image as given in Step 5.

4 | To activate multipathing during booting up, run the following
commands on the SAN booted host:
chkconfig boot.multipath on
chkconfig multipathd on

5 | To create a new initrd with the root partition on multipath enabled,
run the following command:
mkinitrd -f mpath

6 | Reboot the host.
Note
The system will now boot with the multipath enabled on the root
device. This can be verified by running the mount command and
ensuring that the root partition is on a dm-multipath device.

Note

If you rediscover the targets after root partition on multipath configuration, make
sure that all the logged in connections are automatic, and recreate the initrd.
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OCFS2 self fencing
during cluster
failover on SUSE
Linux Enterprise
Server 10 SP1

Appendix A: Troubleshooting

Note
For a list of known problems and limitations, be sure to check the Release Notes
for this Host Utilities version.

Problem: During a clustered failover or network disruption, nodes fence
themselves by panicking.

Oracle Cluster File System (OCFS2) has a fencing mechanism that relies on each
node being able to write a heartbeat value to a specific area on each OCFS2
volume. Every two seconds, each node writes a new heartbeat value, and reads
the value of the other node. If a node is unable to write or read the heartbeat
value, it retries the operation a specific number of times, and then self-fences by
panicking the Linux kernel as it fails to obtain quorum.

During a clustered failover or network disruption, all paths to the storage can
become unavailable, and none of the nodes in the OCFS2 cluster will be able to
write or read the heartbeat values. As a result, the nodes may fence by panicking.

Workaround: The workaround for this problem is to set the
O2CB_HEARTBEAT_THRESHOLD value in /etc/sysconfig/o2cb to a value
large enough to ensure that the nodes will not self-fence.

NetApp recommends that, with a dedicated TCP/IP network for the iSCSI link
between Linux hosts and the NetApp storage system, a reasonable value in most
cases is 181. This corresponds to a total of 360 seconds before a node self-fences.

Depending on the load in the iSCSI network, the value should be raised. NetApp
recommends that a value in the range of 61 to 201 would be ideal for a
configuration with OCFS2 on mutipath, and iSCSI devices.

For more information, see the following:

http://oss.oracle.com/projects/ocfs2/dist/documentation/ocfs2_faq.html#HEART
BEAT
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Problem: With dm-multipath configured, multipath -1 output displays the
LUN status as undef.

This status is displayed because of a bug in the command.

Workaround: The undef status does not indicate an actual error and can be
safely ignored. Use multipath-11 command which displays the LUN status
correctly as ready.

Problem: Automated mounting of multipath-based file systems at boot time
using entries in /etc/fstab.conf or /etc/fstab.iscsi does not work. This is because
the placement of multipath bootup and shutdown scripts in the rc script list in
SUSE Linux Enterprise Server 9 SP3 is out of order with respect to the mount
and unmount scripts for iSCSI and non-iSCSI devices.

multipathd and iscsid startup scripts are at the same serial number for a run level
in /etc/init.d/rc3.d. Since alphabetically i comes before m, iscsid starts before
multipathd.

As a result, the multipath bootup and shutdown sequence is not synchronized
with iSCSI bootup and shutdown sequence. Multipath devices will not be
available when the mount command is run, and the mount command fails to
mount these devices.

Similarly in the shutdown path, by the time the unmount script runs, the
multipath utility would have already been shutdown.

Workaround: Manual mounting and unmounting is required for multipath-
based file systems on SUSE Linux Enterprise Server 9 SP3. After multipath
devices are available on bootup, the file systems can be mounted.

For unmounting, make sure that any multipath-based file systems are unmounted
before the multipath utility is shutdown.

The following sequence of actions should be performed to ensure proper
shutdown of multipath-based iSCSI file systems:

Step | Action

1 | Unmount all file systems on iSCSI LUNS.

2 | Flush the multipath maps by entering the following command:

multipath -F

3 | Stop the multipath daemon by entering the following command:

/etc/init.d/multipathd stop
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Step | Action

4 | Stop the iSCSI service by entering the following command:

/etc/init.d/iscsi stop

For more information, see bug 196997 on Bugs Online at
http://mow.netapp.com/NOW/cgi-bin/bol.

Problem: During a clustered failover or network disruption, nodes fence
themselves by panicking.

Oracle Cluster File System (OCFS2) has a fencing mechanism that relies on each
node being able to write a heartbeat value to a specific area on each OCFS2
volume. Every two seconds, each node writes a new heartbeat value, and reads
the value of the other node. If a node is unable to write or read the heartbeat
value, it retries the operation a specific number of times, and then self-fences by
panicking the Linux kernel as it fails to obtain quorum.

During a clustered failover or network disruption, all paths to the storage can
become unavailable, and none of the nodes in the OCFS2 cluster will be able to
write or read the heartbeat values. As a result, the nodes may fence by panicking.

Workaround: The workaround for this problem is to set the
O2CB_HEARTBEAT_THRESHOLD value in /etc/sysconfig/o2cb to a value
large enough to ensure that the nodes will not self-fence.

NetApp recommends that, with a dedicated TCP/IP network for the iSCSI link
between Linux hosts and the NetApp storage system, a reasonable value in most
cases is 61. This corresponds to a total of 120 seconds before a node self-fences.

Depending on the load in the iSCSI network, the value should be raised. NetApp
recommends that a value in the range of 61 to 201 would be ideal for a
configuration with OCFS2 on mutipath, and iSCSI devices.

For more information, see the following:

http://oss.oracle.com/projects/ocfs2/dist/documentation/ocfs2_faq.html#HEART
BEAT

See also, bug 210340 on Bugs Online at:

http://now.netapp.com/NOW/cgi-bin/bol.
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iSCSI LUNS appear as local disks to the host. If the storage system LUNs are not
available as disks on the hosts, verify the following configuration settings.

Configuration setting What to do

Cabling Verify that the cables between the host and the
storage system are properly connected.

Network connectivity Verify that there is TCP/IP connectivity between
the host and the storage system.

¢ From the storage system command line,
ping the host interfaces that are being used
for iSCSI.

¢ From the host command line, ping the
storage system interfaces that are being used
for iSCSI.

System requirements Verify that the components of your configuration
are supported. Verify that you have the correct
host Operating System (OS) service pack level,
initiator version, Data ONTAP version, and other
system requirements. You can check the most
up-to-date system requirements in the NetApp
iSCSI Support Matrix at the following URL:

http://now.netapp.com/NOW/knowledge/docs/sa
n/fep_iscsi_config/iscsi_support_matrix.shtml

Jumbo frames If you are using jumbo frames in your
configuration, ensure that jumbo frames are
enabled on all devices in the network path: the
host Ethernet NIC, the storage system, and any
switches.

1SCSI service status Verify that the iISCSI service is licensed and
started on the storage system according to the
procedure described in the Data ONTAP Block
Access Management Guide.
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Configuration setting

What to do

Initiator login

Verify that the initiator is logged in to the storage
system by entering the iscsi show
initiator command on the storage system
console.

If the initiator is configured and logged in to the
storage system, the storage system console
displays the initiator node name and the target
portal group to which it is connected.

If the command output shows no initiators are
logged in, check the initiator configuration on
the host. Verify that the storage system is
configured as a target of the initiator. For
detailed information, see “Configuring the iSCSI
initiator” on page 17 for SUSE Linux Enterprise
Server 9 or “Configuring the iSCSI initiator” on
page 55 for SUSE Linux Enterprise Server 10
SP1.

1SCSI node names

Verify that you are using the correct initiator
node names in the igroup configuration.

On the storage system, use the igroup show
command to display the node name of the
initiators in the storage system’s igroups. On the
host, use the initiator tools and commands to
display the initiator node name. The initiator
node names configured in the igroup and on the
host must match.

LUN mappings

Verify that the LUNs are mapped to an igroup.

On the storage system, use one of the following
commands:

lun show -mdisplays all LUNs and the igroups
to which they are mapped.

lun show -g igroup-name displays the
LUNs mapped to a specific igroup.
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Problem: LUNSs are mapped to the Linux host and are correctly reported by the
iscsi-1s -1and sanlun lun show all commands. However the LUNs are
not reported by the multipath -11 command. Multipath devices are not
created for the LUNS.

Workaround: Make sure the LUNs are not excluded (blacklisted) from the dm-
multipath configuration. Enter the following command on the Linux host to
display the devices that are blacklisted:

multipath -v3 -d | grep blacklist

If any iSCSI devices are blacklisted, check the devnode_blacklist or
blacklist section of the /etc/multipath.conf file. Ensure that all the
entries are correctly specified.

If the iSCSI devices are not blacklisted, but are still not recognized by the
multipath command, regenerate the multipath maps by entering the following
command:

multipath -v3

For more information, see bug 201302 on Bugs Online at
http://now.netapp.com/NOW/cgi-bin/bol.

Problem: The storage system console displays continuous ISID Rule messages,
similar to the following:

Wed Jun 11 13:42:47 GMT [ssl: iscsi.notice:notice]: ISCSI: iswta,
ISID Rule: new connection from same initiator, shutting down old
session 0

Wed Jun 11 13:42:48 GMT [ssl: iscsi.notice:notice]: ISCSI: iswta,
ISID Rule: new connection from same initiator, shutting down old
session 1

Wed Jun 11 13:42:48 GMT [ssl: iscsi.notice:notice]: ISCSI: iswta,
New session from initiator ign.1987-05.com.cisco:rachman at IP addr
10.10.10.10

Wed Jun 11 13:42:50 GMT [ssl: iscsi.notice:notice]: ISCSI: iswta,
ISID Rule: new connection from same initiator, shutting down old
session 0

Wed Jun 11 13:42:50 GMT [ssl: iscsi.notice:notice]: ISCSI: iswta,
New session from initiator ign.1987-05.com.cisco:rachman at IP addr
10.10.10.10

Wed Jun 11 13:42:51 GMT [ssl: iscsi.notice:notice]: ISCSI: iswta,
ISID Rule: new connection from same initiator, shutting down old
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Workaround: Verify that you added the following line to the /etc/iscsi.conf file.
Make sure this line is at the beginning of the file, before any “DiscoveryAddress”
entries.

Continuous=no

iSCSI performance Problem: If you experience poor performance on some or all iSCSI LUNS that

is poor have partitions, the alignment between the LUN block boundaries and the
underlying WAFL boundaries may not match. This problem occurs only with
partitions and only with certain combinations of disk geometry parameters.

Workaround: Manually enter the disk geometry parameters when creating
partitions with the £disk command. For more details, see bug number 156121
on Bugs Online at http://now.netapp.com/NOW/cgi-bin/bol.
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